Potential Personal Data Breach

| attach copies of correspondence by email between the Complainant and the single point of
contact with regard to his complaint. We were told by him, in January, that he had made a
complaint but he refused to tell us what the specifics of the complaint were. This was during

the employment of our ex-clerk
When | [as voluntary acting clerk/assistant) received the forwarded correspondence in May

| remaved from the Parish Counell website all the old registers of interest which | believed,
fram reading the complaint papers, were the cause of the camplaint. That was the wheole
extent of my actions In response.
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ICO Officer Email
From: 00 Casework

Sent: 21 April 2021 15:03
T0:CCC Employee Details

<2

Subject: 100 {';a_s.& Reference: ||::.ﬂ.-5314ﬂ-'l'?H5

21st April 2021
Case Reference: IC-83140-Y7H9
Good Afternoon,

Please find attached details of a data protection complaint received by the ICO regarding
St Cleer Parish Council and the action you should take in response to this complaint.



Yours sincerely,

ICO Officer Details

Case Officer
Information Commissioner's Office

Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 SAF

T. 330 414 6774 jco.orq.uk twitlercom/ICONSWS
Please consider the environment before printing this email.

For Information about what we do with personal data see our privacy notice at
warw, o arg, uk/ privacy -aotice.

This e-mail and attachments are intended for above named only and may be confidential. If they have
come to you in error you must take no action based on them, nor must you capy or show them to
anyone; please e-mail us immediately at enguiries@cornwall gov.uk. Please note that this e-mail may be
subject to recording and/or monitoring in accardance with the relevant legislation and may need to be
disclosed under the Freedom of Information Act 2000 or the Environ mental Information Regulations
2004, Security Warning: It is the responsibility of the recipient to ensure that this e-mail and any
attachments are virus free, The Authority will not accept liahility for any damage caused by a virus.
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St Cleer Parish Council
The Sports Pavilion,
Hockings House,

St Cleer,

Cornwall,

PL14 6EE

21% April 2021

Case Reference: IC-83140-Y7H9

Dear Chief Executive,

The Information Commissioner's Office (ICO) has received a
complaint about the way your organisation processes personal data.
We received the complaint from S ‘on 12* January
2021 and I have attached the relevant details.

The ICO's role

Our role is to uphold information rights in the public interest,
promoting openness by public bodies and data privacy for
individuals.

One way that we do that is to consider complaints from individuals
who believe there has been an infringement of the data protection
law. Section 165 of the Data Protection Act 2018 requires us to take
steps to respond to the complaint including investigating it to the
extent that we feel is appropriate and informing the complainant of
the outcome.

The outcome of this complaint

I has complained to the ICO about your handling of their
data protection complaint. They believe that you have not complied
with your obligations under data protection legislation.

It is our decision that there is more work for you to do and
now expect you to take steps to address any outstanding
issues with your

What you need to do now
One of the ICO's strategic goals is to Increase the public’s trust and

confidence in how their personal data is used and made available
and this relies on data controllers being accountable for their



actions in relation to handling data and responding to information
rights requests.

Accountability is one of the data protection principles and makes
you responsible for complying with the General Data Protection
Requlation (GDPR).

You must be able to demonstrate your compliance to the
complainant and work hard to promote trust and resolve their
concerns without the need for the individual to come to us. The
attached document provides more detail about this.

As a regulator we look to organisations to effectively manage and
resolve the data protection complaints they receive. When a
complainant comes to us to complain, they are in effect telling the
regulator that they believe you are breaking the law. Reports of this
kind are something that we will treat seriously and robustly.

We do not expect to receive complaints when there is still further
work that you can do to better explain the processing in question to
the complainant, or to put things right when they have gone wrong.

We therefore reguire you to revisit the way you have handled this
matter and consider what further action you can now take to
resolve this complaint. We expect agrganisations to deal with the
data protection complaints they receive and to proactively work
with complainants to provide an appropriate resolution.

If you believe that you have complied with the data protection law,
you need to explain this in detail to Mr Johnson. You also need to be
confident that you have done all you can to find an appropriate
resolution. If your organisation could have done more to resolve the
concern then we expect you to take steps now to resolve the issue
with the complainant.

I have included a checklist in the attached document to help you
with this, you should be able to tick off all the points on this non
exhaustive list.

We expect you to contact | within the next 28 days with
this further detail. If you are unable to meet this timeframe we
expect you to contact him to let him know and to advise Mr Johnson
when to expect it. You do not need to provide a response to us at
this stage.

However, if we receive a further complaint about this processing,
we will carefully review and assess the response you have provided



to the complainant. If we consider that you are infringing data
protection law then we will consider using our formal powers and
any sanctions available.

Although individuals do have the right to raise complaints with the
ICO, we should not be viewed as a routine second stage in a
resolution process. As indicated above, we expect organisations to
take their personal data obligations seriously and this should reduce
the need for individuals to approach the regulator directly.

Advice and assistance

Our website contains advice and guidance about the processing of
personal data and an erganisation’s obligations under the Data
Protection law. I recommend that you review the information on our
website to fully understand your obligations and in particular our
accountability framework, We also have specific information about
how you should respond to data protection complaints.

Yours sincerely,

ICO Officer

Please consider the environment before printing this email.
For Information about what we do with personal data see our

privacy notfice.

ICO Statement

You should be aware that the Information Commissioner often
receives request for copies of the letters we send and receive when
dealing with casework. Not only are we obliged to deal with these in
accordance with the access provisions of the data protection
framework and the Freedom of Information Act 2000, it is in the
public interest that we are open and transparent and accountable
for the work that we do.
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Accountability - guide for organisations
Accountability - what is it?

Accountability is one of the key principles in data protection law - it
makes you responsible for complying with the legislation and says that
you must be able to demonstrate your compliance.

Accountability means putting in place appropriate and effective policies,
procedures and measures. Accountability enables you to develop people's
trust in how you use their personal data and plays a part in their overall
confidence and support for your services. You can find more information

about accountability and governance on our website.

The accountability framework

The ICO has developed an accountability framework which is available on
our website and is aimed at helping organisations to comply with their
obligations. It sets out expectations and examples of how organisations
can demonstrate accountabllity and is a useful tool to use. We
recommend that you use the framework. The accountability self-
assessment will help you to assess the extent to which your organisation
is currently meeting the ICO's expectations in relation to accountability.

Accountability - how it fits in with our complaint handling process

The ICO's role is "to uphold information rights in the public
interest, promoting openness by public bodies and data privacy for
individuals”. As a regulator, our primary responsibility is to ensure
compliance with the law.

One way that we do this is by gathering and dealing with complaints
brought to us by members of the public, with the overall aim of iImproving
organisations’ information rights practices.

When someone complains to the ICO they're essentially telling us that
they believe that an organisation has not complied with data protection
law.

We are here to ensure that organisations take their responsibilities under
the Data Protection Act seriously. That means we expect organisations to
work with those that raise complaints. You need to be clear about how
you have processed their personal data, and how you have fully complied
with the law and your obligations. This might mean you have to offer
more than one explanation for the actions you have taken. Individuals do
have the right to complain to the ICO but organisations should want this
to be a last resort and not something that happens as a matter of routine.




Our casework approach puts the onus on organisations to remedy their
customer’s complaint. The accountability principle means that
organisations should be able to demonstrate to their customer and us,
how they have complied with the legislation.

What do we do with organisations that don't comply with the law?

We will continue to use the complaints that we receive to help us to
decide when it's right for us to take stronger action.

We will use the tools available to us to help us to build up a picture of
which organisations we receive complaints about, which are flouting the
DPA and which may simply need some more help. This will enable us to
shape our approach - some organisations may need us to signpost them
to information on our website, others may be ones that we consider
taking stronger requlatory action. Any decisions to take regulatory action

will be done in line with thEMﬂMﬂ[ﬂ_&fﬂi{:ﬂm

What do we need you to do?

If we receive a data protection complaint about your organisation we will
write to you with the detalls and ask you to look into it. It is your
responsibility to explain to your customer how you have complied with the
law, or if something has gone wrong, to outline the steps taken to put it
right.

+ As a regulator we look to organisations to effectively manage and
resolve the data protection complaints they receive. We do not
EXpect to receive complaints when there is still further work that
can be done to help to resolve the problem.

~ When your customer comes to us to complain that you are breaking
the law this is something that we will treat seriously and robustly,

If you feel that you have complied with data protection law but your
customer disagrees you need to explain to your customer in as much
detail as you can, why this is. You also need to be confident that you have
done all you can to find an appropriate resclution.

The following checklist will help you ensure you have done everything you
can to reselve your customer’'s complaint. You should be able to tick off
all the points on this list.

One of the ICO’s strategic goals is to increase the public’s trust and
confidence in how their personal data is used and made available. You
can help with that in ensuring that you explain fully, to the data
subject, how you are complying with your obligations under the
law.



CHECKLIST -responding to data protection complaints

O We have fully investigated the data protection complaint made by our
customer.

O] We have referred to and used ICO guidance to help us respond and
deal with the issues raised.

0 We have used the accountability self-assessment framework to assess
if we are currently meeting the ICO's expectations.

[ We have provided a detailed response to our customer including:
« An explanation of the parts of the legislation that apply to the
complaint.

« If something has gone wrong, what we have done to put it right
including offering compensation if it's appropriate.

« If we have complied then we've properly explained the parts of the
legislation that allow us to process information in the way we have
done.

+ Where appropriate, we have issued a final response/deadlock letter
(see below).

0 wWe have done what we can to prevent a complaint from being
escalated to the ICO.

O If a complaint is raised with the ICO we can:

« Show that we have complied with the legislation and that we have
properly engaged with our customer in line with the accountability
principle in the legislation; or

« Show that we have acted to improve our processing, correcting any
shortcomings and that we have properly engaged with our customer
in line with the accountability principle in the legislation.

Final response letter

Organisations should be clear to individuals when they have done
everything they can to resolve their complaint. This could involve
issuing a final response/deadlock letter that sets out what you
have done to address the complaint in detail, and next steps.
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Interview Date: 12/01/2021 15:42:45

Field
:saqq.m D
[Retention schedule
About your complaink
What is your complaint
about?

What s your complaint? The |_

\What is your complaint? The
|organisation ...

Flease give details

Supporting docurment

: i tt‘ﬂII'E :
Add another
\Document 2

Drcurment 3

|Acdd anather

Diozument <

Supporting document type
Supporting evidence
5|Jr'|'I'I'H|"|I'

{What more could the
organsation you're
complaining about do o
resohve your complaint?
Onganigation your comyplaint
s about

Organisation narme
Crganisation address
Adbdinest

Contact name

DPCM-00033536

The way an organisation Is handling/processing my personal information

Something else

" This Is a notfication of @ potential personial data breach of a 3rd party where |

the 3rd party data s compromised at a parish councll webpage. Initial contact
\with the PC requesting the detalls of a nominated data protection individual
:mmmmmammmmmmmmm
inimnmm:mdanmtﬂumtupuﬁehvumlummmllm
the county council ignores: the reguest for a nominated data protection

individual and recommends referring the matter to the IC0. The potential
h-aaih&mpuhlmﬁm:fpﬁwmmmmﬂmajdamﬁamlng
pathmrﬂlhrathpmﬁhmmdlwebﬁg:wﬂaemaﬁdrﬁsaﬂ |
\personal detalls are also published. Whereas some data & necessarlly published, |
iammmmmmm.mwwmm

|kt | fwwew stcheerparishcouncil gov.uk/_Userfiles Files/_People/-
Pem_rmhm.pdfMdWapaimﬂmmﬂrlrﬂuﬂmﬂm
all other such documents for 3 dozen or so other counclllors are redacted.

5ce3478-CI5e-481)-B045-8172af55¢4d3\1 5t Cleer PC Personal Data Breach
Administrative rarl_mpdf _ E.
True

450951037 c-4134-5e79- Bdfc5036187\2 Automatic reply St Cleer PC Personal

True
e ey e == : .
Administrative Failure, paf
\Response from organisation
True

cchaTled-(950-414b-830a-2a870b0a7 2bd\4 St Cleer PC Personal Data Breach
Mﬂlnhua_mtﬁ-he.paf

|Response: from organisation

1 Tnitial natification te PC of potential data breach 2 Out of office response from
oounty coundil EHﬁpﬂEEfmm!}i!rEhEmnﬂﬂ thpu:_nsenm cournty council
Acknowledge the seriousness and immediacy of dealing with a reported
potential personal data breach and notify 2 sultable data protection ndividual so
that information could be passed to investigate and remedy the situation in a
|professional and timely manner

St Cleer parish coundil

lHiee .
Chairman of Wy Parish council 1 Prin



Field Value

Email
Phane PERSONAL TELEPHONE NUMBER

About you
First name
Last name

I'm acting on behalf of
somenne else

Nmufpﬁ;smrmare
acting on behaif of

Authority to act on behalf |-

Supporting document type  Authority to act on behalf

Liperson making this False

complaint was 16 or under

r— e - PERSONAL EMAIL ADDRESS
Your address |~

Phome
\Dedaration

Iunderstand that the ICD |
may need to share the [
information [ have provided

s0 they can look into my
complaint, and have

indicated any information or
documents that I don't want

the ICO to share, T
understand the 100 will keep True
the: infarmation relating to

my complaint, including arny
documents for bwo years, or
korger if necessary. IF I am
making a complaint on
somene ése's behalf,

confim that I am allowed o
act on their befialf.

False



PR s s mome e oo ~TSONAL EMAILADDRESS
Bubject: 51 Clesr PG - Personal Diata Braach / Adminisirative fallure
Dwbe: 11 Jamuary 2021 at 1008
Ta: - o
Ce=

- - N = R |

J
E__ . . -
anguiries Scormaalialo orgouk

This cormespondancs s dimcied &l nwrﬂammnmmmmmmmﬁmnmmw
fhai dinsct parsonal atiention end action.

H I additionaly copied to Comwall council and the Cormwall Asscoiation af Leeal Cgundils on tha basls that both arganisations
mmmmmwum#hmmmwmﬁmth-l damonstrable meand of fallure in
nesponding bo, and actioning, proparty formatied and submithed comesponcence.

Thare am 2 gy slermerts to this comespondansa.

mnmuummmmmu.mwmmmmln redmtion 1o & serving St Clesr PG
mﬂdhrlnmmlwﬂlmrmfm“_wmhlmmmmmhmmm
the breach may be compiebed.

The sacond ls to highlight the recuming faliure o publigh full, accurate and tmely aganda (Including supparting dociurmants) for
pcheduled mestings - In this inshanca the Egtgbes comimithes masting schaduled for 13 Jan 21.

In relaticn o the parsonal data brsach, In ander o ririrnias tha potential for widening the awarsress of the breach and mxposing
the vigtim & greater potential harm, no further detall wil be prowidied In this comespondanca. Ceall of the pesonal data besach
will be provided to ® sivgle nominated individual with responaiblity for date secdty.

in relation T Te repeated failure to publish tull, sccurste and timely agenda (ncluding supporting documants] for scheduled
mmhhnwﬂrﬁmmmmwmm by 5t Clear PC.

Ins the curment sxEmpks, e s substantial publio interest (s demongtrated by numsous and enthusiasiic sooial media
engageTant aceads several oullets) in miation 10 acoess the putdoor gy eguipment. Tham ars alec potential planning
mpplicantis] (and members of Te public who iy wigh 1o comment] who @ urwans whether thelr curent applications will be
diacussed or not and thers |s the obviaus inability for any public sorutiny of the scheduled meeting.

Whareas the publcation of fuil, pocurats and timely Bgenda (Inckuding supporting documents) shoulkd b & comersions of simple
acmirisirative procedyry this & an e whes St Cleer PC consistany fall,

Since pgenda musl ba published B cear days price iy & massting pnd that tarmig} not on the agenda may not be discussed, it
st olkow that eifther the miesting ts cancalisd or that them |s i be no discussion.

This i & repsat axemple of previcusly reporisd and meorded systemic adminigtrathe faluse which is charactenstio of 5t Clear
PC. The admiristrative fellus is amplified by the concumant, mpsated fallur to puliisn mintes of previous mestings - tha
ltest mariisatation baing the abssnce of minubes for the 26 Nov 20 PG measting at tha St Clear PC webpags.

Employee Personal Details

Agtion:

« St Clear PG is forrnally notified of & personal deta breach in relstion 1o & serving counclion. Thoers & time sensithe
Statutory requirements which follow such notice.

% 2t Cleer PC g formally notified of the requinsment to publish BlL accurate and timely agenda (ncluding supparting
documents) for ssheduled meetings and fhat no fem may be dscussed which is not on the agenda. Furtrwer, sl
rrirtas must ba published within 30 deys of the date of a mesting whather ratifed or nat.

Indes

Cerrwall councll and Comwall AssociaSion of Locsl Councils - 88 organisations providing extemal advice, guidance and
owersight 1o 5t Clear PC.
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rrom: CCC Employee details
Bubjeot: Automatic reply: St Cleer PC - Personal Data Breach / Administrative falure
Date: 11 January 2021 at 10208
To: 0 “""7  ~TSONAL EMAILADDRESS

| am ot of offics, pisase redirect emalis 1o (CCC Employee

This a-mall ard attschmants are intended for above ramed only &nd may be confidantlal. ¥ they have come fo you in ermor you
must taie no action based on tham, nor mist you copy of show them o anyons; pleess e-mall us immedislely &

enguiries @ cormaall govuk. Pleass nobe that this e-mall may be subject b reconding andior Mmanloding In Socordance wih the
ralevart lagisiation and may nead 10 be disciosed undef the Fresdom of Information Adt 2000 of the Environmental Information
Regulations 2004. Securly Waming: It is the reaponaibiity of the reciplent iv engure that this e-mai and any afiachments are
wirus free. The Authosity will not sosept Sabity for any damage calissd by & vins.
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St Cleer PC is duty bound by statutory requirement to
expedite an investigate, notification to the victim,
remediation and external report to the [CO. Any action /
inaction by 5t Cleer PC may be interpreted by the ICO as
unreasonably delaying necessary action,

It may now be apparent to you that | is out of
office but this does not remove the duty under GDPR which
rests with 5t Cleer PC.

Your single point of contact
for the Parish Council is
CCC Empolyee and |
request that you direct your
currant and all future
comaspondence o har in
this regard

As relates to the meeting of
the 13th January this has
been postponed.

For information the matter of
the outdoor gym is coverad
by Government Direction.

Yours

Get Qutlook for Android



Commissioner,
| hope that clarifies matters.
Regards

CCC Employee | Corporate and Information
Governance Manager
& Data Protection Officer
Monitoring Officer of the Council of the Isles of Scilly
Cornwall Council | Corporate and Information Governance
Legal Services | Assurance

CCC Employee

www.cornwall, govuk | ‘Onen hag olf
4th Floor, North Wing, New County Hall, Treyew Road,
Trurg, TR1 347

“Cornwall Council’s Legal Service will no longer use DX with
effect from 31 December 2020"

From: ¥
SONAL EMAIL ADDRESS

S;III: 12 Janua r-g,r..?_f;i!l 13:18
To:

[
‘CCC Employee Detail

ComwallALC Enquiries <enguiries@cormwallale, org uks:
‘CCC Employee Details

Subject: Re: 5t Cleer PC - Personal [ata Breach /
Administrative failure

Dwar |

Your request is noted however, | have no interest nor am |
bound in any respect by policies adopted by $t Cleer PC as
regards points of contact,

I have served notice directhy upon you as the Chair and the
acting Clerk of 5t Cleer PC notification of a breach of
personal data in relation to your website.



Thank you for stating the obvious in relation to the relevance, or otherwise, of policies
adopted by 5t Cleer PC in relation to points of contact.

Where contact details for a public body are advertised, or otherwise known, they will be
utilised as considered most appropriate to the prevailing circumstance.

As regards the acceptance, or otherwise, of ‘responsibility” for action J inaction following
a properly notified scenario, the decision of whether appropriate action has followed is
not for you, nor 5t Cleer PC, to decide where a higher authority carries the decision
making role - in this case the 1CO.

In the absence of a sultable response to the original notification to St Cleer PC (11 Jan 21

10:09) which stated that ".. Detall of the personal data breach will be provided to & single
nominated individual with responsibiitty for data security...” the matter will be referred to the
IGO0 (as was fully anticipated to be the case.)

In the meantime, and whilst awaiting an authoritathe decision as 1o whether a breach has
occurmed o not, the potential victim will remain exposed and at risk.

Give yourselves a sound pat on the back for a job well done...

On 12 Jan 2021, at 13:52,CCC
Employee Details = wrote:

Dear
With regards to the content of your email;

Whilst you can opt to ignore the single point of contact that
has been set out for you, should you do this the Parish
Council will not accept any responsibility for delays in
processing any matters which may be relevant.

In considering the alleged data breach; as you have not
provided further details the Council does net intend to
correspond with you further on this. Should you wish to set
out what the breach is you may do so and | will then
consider this on behalf of the Parish Council, or you can
address your concerns directly to the Information






Data Protection Leak - Due Diligence

audit required
13 Jan 2021 at 13:51:07

Email Adresses

Good aftemoon

We have been told, quite cryptically, that there has been a data leak made on our website
and that this pertains to an active councillor. We have asked for more details but they have
not bean farthcoming. We do understand that a referral to the Information Commissioner
has been made.

May | ask you to review; as a matter of priority that any data about yourself on the website
is in accord with your Privacy Statement — | have, to tha best of my ability complied with
this but | may not be seeing a genuine emor myself.

If you do identify any breach of your personal data please can you notify as
a matter of urgency
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